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Smartphones and other mobile devices have seamlessly integrated into our daily lives offering a multitude of possibilities through various applications. However, this convenience comes at a cost, due to the excessive usage of device permissions claimed by the applications. The management of information privacy in mobile applications presents a formidable challenge for users. For instance, users are confronted with intricate privacy decisions, including the configuration of application permission settings. Unfortunately, many users lack adequate knowledge about how applications utilize their personal data. This research investigates the permissions of seven most popular mobile applications and provides a program to enable the extraction and categorization of permissions. The extracted information, datasets, and insights enrich the foundation of privacy education. The results can be used by educators who can develop workshops that immerse participants in this challenging topic. Therefore, this research paper contributes to the topics of privacy education and privacy awareness.
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1. Introduction

In the modern era of the internet, the rapid advancement of technology has improved many aspects of human life [1]. Today, people are using more and more smartphones and tablets, and thus their sales are growing every year [2]. The rapid adoption of mobile devices and applications offers significant opportunities for users to access e-services in many areas, such as communication, commerce, education, and health, but also raises important privacy issues [3].

Nowadays, people disclose a lot of personal information online, but they tend to ignore the fact that in most cases companies share this information with third parties or use it for other purposes, such as advertising [4]. Mobile applications (usually named also as apps) usually are granted access to the users’ personal and sensitive data. This is important both for the functionality of the applications, but also for marketing and advertising [5]. In most cases, the access rights regard personal data, including among others phone contacts, location, camera, photos, or microphone, and are granted by the device, through the application permission requests by the users [6].

Regulations regarding privacy rights include the General Data Protection Regulation (GDPR) and require for users to have control over the collection and use of their personal data, such as ensuring informed consent [7]. Users of mobile devices are faced with a multitude of complex privacy decisions on a daily basis, the number of which can be overwhelming, such as configuring the permission settings for the applications they install [8].

Further, users are often unaware of the permission settings or the context of the permissions they have granted to previously installed applications [9], [10]. Only a few people actually read the permission requests of applications, and even fewer understand them correctly [11] or change their settings [10]. Furthermore, as Scoccia et al. [12] point out in their work, users do not understand why they are being asked to grant certain permissions. Wijesekera et al. [13] conducted an empirical study in which they developed an experimental application and showed that at least 80% of participants in their study would prefer to deny at least one permission requested by this application if they knew the purpose of the request in advance.

In addition, users of mobile devices are often surprised by the ability of various applications to collect and share personal data with third parties [2]. It is surprising and also concerning that, for example, if an application is able to access personal data, such as the list of incoming or outgoing Short Message Service (SMS) messages on the device, it is even possible to obtain information about the emotional state of the entities exchanging these messages as reported in [14].

It is also questionable if users are actually informed by developers about everything an application will do after they agree to install it from the Google Play Store [15]. Solanki et al. highlight that some of the most popular applications on the Play Store do not make clear all the permissions they declare [15]. There are cases where application users are misinformed about terms of use and privacy policies, and other cases in which applications share data in violation of their stated terms of service [3]. Feichtner and Gruber [16] talk about the arbitrariness of actual application descriptions and the lack of imposed quality standards.

Users are also faced with overprivileged applications, i.e., applications that ask for more permissions than necessary [12]. Overprivileged applications pose privacy threats to mobile device ecosystems and pose various reputational risks to online markets, such as the Android Marketplace, often arising from the use of ad libraries [2].

As a result, researchers have pointed to a lack of awareness among users of the security risks associated with mobile applications [17], as well as a lack of knowledge about how applications use their personal data [18]. It is therefore clear that many users are vulnerable [18]. Even if some users are concerned about their privacy and are aware of the privacy risks, studies show that they continue to disclose their personal data. This phenomenon is widely known in the literature as the “Privacy Paradox” [19], [20] and according to Barnes [20], the solution lies in user’s awareness about how to protect their privacy on the internet.

In light of the above, this work aims to increase user privacy awareness in application permission decisions. To this end, we followed one research question: What should the user know when making informed privacy decisions about application permissions? So, we extracted and studied the permissions of seven of today’s most popular applications. By analysing these permissions, we aim to highlight the points that a user should be more aware of.

The findings of this research, combined with the proposed strategies, offer a foundational resource for designing training and educational programs tailored to equip students and internet users with a comprehensive familiarity with Android permissions. The heightened privacy awareness of using this analysis fosters a propensity for privacy-conserving online conduct, underscored by more judicious and well-informed privacy decisions in the context of permissions allocation.

The approach can help educators initiate workshops by showcasing the applications, and exercise the classification into their functional categories. Leveraging the outcomes and insights from this research paper, they can facilitate interactive sessions wherein participants engage in permission categorization exercises. This not only bolsters engagement but also facilitates an enhanced understanding of permission dynamics. Through immersive case studies and hands-on tasks, participants can then be empowered to scrutinize application permissions, conjecturing their usage scenarios. This cultivates the requisite acumen to navigate application permissions with prudence, fortifying a proactive approach to privacy preservation.

The remainder of this paper is structured as follows: Section 2 provides an overview of the Android Permissions and the types of them, as well as the related work to the permissions requests. Section 3 describes our research methodology, and Section 4 presents our results. We discuss our findings in Sections 5 and 6 concludes the paper.

2. Literature Review

2.1. Android Permissions

Recent research has shown that Android is the fastest growing mobile operating system with the highest number of users worldwide. Android’s popularity is driven by factors such as ease of use, open source, low cost compared to mobile operating systems such as iOS, and the launch of new models due to 5G inventions [21].

Permissions are a key part of the Android security mechanism to protect privacy-sensitive device functionality. If an application requires dangerous permission, i.e., access to the user’s calendar, camera, contacts, location, etc. that could potentially affect the user’s privacy or the normal operation of the device, the permission must be explicitly granted by the user. The permissions required by an application must be listed in the application’s manifest file [6].

Until 2015, Android users had no control over what resources were made available to applications during runtime [2]. Users could either accept all the requested permissions to be able to install the application or deny them and not install it. A major change to the permissions system came in 2015 with the 6th version of Android. From Android 6 onwards, as with iOS, the first time an application tries to use a sensitive resource, the system will display a dialogue message asking the user to grant or deny access. This is the ask-on-first-use (AOFU) permission model.

The user’s response to this request for permission will be carried over to all future requests for this permission from that application. Modern versions of the most popular operating systems (Android and iOS) now come with permission management systems. This allows users to revoke access to resources at any time via the phone’s settings [2]. On newer versions of Android (since Android version 11), the permissions automatically revert to the denied state after a few months of non-use of the application [22].

The AOFU model can theoretically lead to increased privacy awareness among users [2]. However, the effectiveness of Android’s permission system depends primarily on the end user, who is responsible for granting permissions to applications, which is probably the weakest link in Android’s security mechanism [23]. Sometimes the user cannot distinguish between the set of permissions requested by an application and the risk it poses, putting their privacy and security at risk.

2.2. Types of Permissions

Android categorizes permissions into different types including install-time, runtime permissions, and special permissions. Each type indicates the scope of restricted data that an application can access, and the scope of restricted actions that an application can perform when the system grants an application that permission [22].

Some permissions, known as install-time permissions, are automatically granted when an application is installed and can be viewed on the details page of an application in the app store. Install-time permissions include normal permissions and signature permissions. Normal permissions allow access to data and actions outside of an application’s sandbox and pose very little risk to the user’s privacy [22].

Signature permissions are granted by the system and can be accessed by applications that have the same certificate as the applications that define the permission. Most often, signature permissions are used by applications installed by the mobile operator [23]. Other permissions, known as runtime permissions, require an application to go one step further and request permission at runtime [22].

Runtime permissions, also known as dangerous permissions, pose a higher risk to the user’s privacy and must be explicitly granted by the user [23]. Many of these access the user’s private data, a special type of restricted data that includes potentially sensitive information, such as microphone, camera, location, and contact information. The system therefore helps the user to understand why an application is accessing this information [22].

On newer versions of Android (since Android 11), there are also one-time permissions. Whenever the permission request is related to location, microphone or camera, the user has three options-deny access, accept only this time, or accept while using the application. If the user selects the option “Only this time” in the dialogue, the application is granted a temporary one-time permission [22].

Special permissions correspond to specific application operations and are related to resources that are particularly sensitive or not directly related to user privacy. Special permissions differ from install-time and runtime permissions. Some examples of special permissions include scheduling exact alarms, displaying and drawing over other applications, and accessing all storage data. Unlike runtime permissions, the user must grant special permissions from the Special App Access page in system settings [22].

2.3. Permissions Requests and Related Work

There have been several types of research dealing with permission requests. Gruschka et al. [24] dealt with the evaluation of application permissions. They used machine learning to cluster permissions to determine whether they were appropriate for a particular category of app, and how they varied between similar applications.

On the other hand, Solanki et al. [15] proposed a technique called MAPPER to mark overprivileged permissions declared in the Play Store. Application permissions can be extracted from the textual description. They also present a prototype that establishes the correspondence between information from the application description and information from the application manifest file. Feichtner and Gruber present a machine learning-based approach to identify critical differences between developer-described application behavior and permission usage. They develop a system that can infer permission usage from the functionality described in text segments [16].

Many works in the literature use permission requests to detect Android malware. In [23], the researchers focus on the use of permissions declared in the Android manifest file. They extracted all Android permissions to investigate their use as a means to quickly and effectively distinguish between benign and malicious applications. Drebin gathers many features of an application from the manifest file and disassembled code, including requested and used permissions, to identify malicious applications directly on the smartphone [25].

Ashawa and Morris proposed the Android Permission Classifier, a framework for classifying Android malware permission requests based on their protection and threat levels using deep learning. Their work focused on normal and dangerous permissions [21]. Li et al. [26] also extracted significant permissions from Android applications and used them to detect malicious applications using machine learning algorithms, developing a malware detection system called Significant Permission Identification (SigPID). Wang et al. [27] studied permission-induced risks in Android applications, identifying subsets of risky permissions and detecting malicious applications.

APK Auditor [28] is also a permission-based Android malware detection system that extracts an application’s permissions from a manifest file and classifies suspicious applications as benign or malicious, by calculating a Permission Malware Score (PMS) for each permission. McLaughin et al. proposed an Android malware detection model based on a machine learning algorithm using permission request information and various features of Android Package Kit (APK) files [29]. Similarly, the research by Saxe and Berlin [30] and David and Netanyahu [31] obtains the permissions requested by malicious applications on Android-based platforms.

Furthermore, the literature suggests several ways to support users in their privacy decisions. In [17], better visualization of permissions and their associated privacy risks is suggested, allowing the user to decide on each permission. Biswas et al. highlight the need to reduce the user burden of complex permission decisions [32]. There have been many approaches to overcome this user burden by automating the configuration of privacy settings [17].

Many researchers propose different mechanisms for predicting users’ privacy decisions, using machine learning techniques, based on a relatively small number of factors, such as previous privacy decisions or answers to privacy-related questions [33], [34]. Software agents can then use these machine learning models to provide personalized privacy recommendations to users, helping them to better control their privacy [35], while reducing the number of decisions that users have to make themselves.

In this work, we do not intend to approach permissions from a malware detection perspective, nor to predict the users’ application permission settings. Our goal is to guide users through an analysis of the permission requests of seven of today’s most popular applications, so they can address the privacy challenges of modern technology in their daily lives.

3. Methodology

3.1. Selection of Mobile Apps

We selected seven of today’s most popular applications, which are in the top 15 of the globally most downloaded applications of all time [36]. We tried to include applications from different categories, and then, we extracted and studied the permissions they require from users, both for functionality and for other, mainly advertising purposes (targeted advertising).

The seven applications that we selected are Facebook [37], Messenger [38], WhatsApp Messenger [39], Instagram [40], TikTok [41], Spotify [42] and YouTube [43]. Facebook, Instagram, and TikTok are social media applications, Messenger and WhatsApp are communication and messaging applications, whereas Spotify and YouTube are media streaming applications. We also included Facebook Lite [44], which is a version of the Facebook application that works on slower networks, uses less data, and comes in a smaller package. Table I provides a brief description of the applications we studied in this work. The information presented in Table I is based on the websites of the applications in the Google Play App Store.
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3.2. Method for Retrieval and Categorization of Permissions

The methodology for the retrieval and categorization of the permissions from the selected Android applications is described as follows

1.    Android Package Kit (APK) Decompilation: APK is the file format used for distributing and installing applications on Android devices. It contains all the necessary components of an Android application, including code, resources, manifest, and permissions. APK files are decompiled to gain access to manifest.xml, the application source code, and relevant resources.

2.    App Manifest and Permissions Overview: The file manifest.xml contains important information about the application, including requested permissions.

3.    Permission Validation Process: The actual permissions that are handled by the device can vary based on several factors, including the Android version of the operating system and the hardware capabilities of the device. To validate the accuracy the extracted permissions were cross verified directly from the user’s device. This involved accessing the application’s permission settings on the device and comparing them with the extracted permissions from manifest.xml. This process also contributed to the categorization logic described in the following step.

4.    Android Permission Categorization Logic: The categories of permissions in the official documentation do not include a standardized and universal taxonomy. Instead, this responsibility typically falls to individual device manufacturers, who aim to organize permissions into user-friendly categories. Nevertheless, the categorization scheme for Android applications primarily revolves around three categories: a) install-time permissions, b) runtime permissions, and c) special permissions. One plausible approach to proceed with the classification involves the implementation of an automated algorithmic process, wherein permission categorization hinges upon the detection of specific keywords embedded within the permission names. This heuristic process maps permissions to the corresponding thematic groups based on the identified keywords (e.g., LOCATION, WIFI, PHONE, etc.). Below is an explanation of the categorization logic:

        •   Location: Grant access to the geographic positioning data of the device, enabling applications to determine the location.

        •   Calendar: Ability to access and manipulate calendar events and schedules.

        •   Contact: Access and manage the address book of the device.

        •   Music and Audio Permissions: Enable and control audio resources and relevant applications including playback and audio recording.

        •   Microphone: Access to the microphone of the device and permit audio recording.

        •   Nearby Devices: Enable interactions with other devices including Bluetooth connectivity.

        •   Photos and Videos: Access and manage media files such as photos and videos.

        •   Notifications: Enable the ability for the application to display notifications to the user.

        •   Camera: Enable the application to access the camera.

        •   Call Logs: Access and manage the call history of the device and give access to the call logs.

        •   SMS: Allow access to text messages and give the ability to retrieve information or send SMS messages.

        •   Media and Storage: Access and manage media files including photos and videos.

        •   Security and Authentication: Permissions related to biometric sensors, fingerprint authentication, and other security-related functionalities.

        •   Internet and Connectivity: Permit the application to connect to the internet, retrieve data, and interact with various network services.

        •   Networking: Network-specific operations, including network management, access to the network connections and network protocols.

        •   Audio and Camera Recording: Allow the application to capture audio and video and interact with audio-related functionalities.

        •   Account Management: Access and manage user accounts and related operations.

        •   Other Permissions: In case the permission does not match any of the above it is classified on this category. This category includes permissions that may be less common or do not fit within the predefined groups.

 The proposed categorization is a simplified approach, however, customization is possible to expand or enable additional keywords or criteria in order to create more refined permission groups. Once the permissions are extracted, they are compiled into JavaScript Object Notation (JSON) files in a structured format. This allows the integration with other systems and applications allowing the data to be suitable for further analysis and processing.

There are specific benefits deriving from the permission categorization. For example the permissions are matched to permission groups enhancing the user experience by simplifying the complexity of the application permissions. Furthermore, the categorization enhances the transparency of the applications allowing the users to grasp the needs and requirements of the applications.

Overall, users can easily identify the specific aspects of their device, hardware, and the application intend to access, therefore fostering trust and informed decision-making. This includes the potential risks that are associated with granting permissions and enables users to make more informed choices about which applications they allow and the level of access.

4. Results

Table II provides a summary of the permissions extraction results, utilizing “x” to denote the presence of a permission in the manifest file of the applications and “-” to signify its absence. The table encompasses Audio and Camera permissions, along with permission categories Calendar, Location, Security and Authentication, Networking, and Internet and Connectivity. The rest of the Tables are available on GitHub [45] due to the space limitations of the paper. Above, we present the analysis of the results based on Table II and the rest Tables that are available on GitHub.
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4.1. Facebook Lite

Facebook Lite, designed for low-end devices and slower internet connections, offers data usage and performance benefits but poses privacy trade-offs. Access to the microphone and camera raises concerns about potential audio and video surveillance without explicit consent. However, limitations on background camera usage and audio access mitigate these risks. A privacy advantage of Facebook Lite is its limited access to calendar data. However, there are certain mitigating factors to consider including the fact that the application is unable to use the camera as a background service and cannot access media audio, which slightly reduces the risks associated with background camera usage and unauthorized audio manipulation. Furthermore, Facebook Lite does not have access to modify users’ events protecting schedules from potential unwanted viewing or tampering. In terms of connectivity and network permissions, Facebook Lite uses Bluetooth and grants access to the network states allowing the change of the Wi-Fi state. Whereas some of the permissions are important for the core functionalities of the applications, users should exercise extra caution and be informed of such activities, especially those that are running in the background.

4.2. Facebook

Facebook is the main mobile application of the popular social network which offers a comprehensive social media experience but raises more privacy concerns compared to Facebook Lite. Both versions grant access to the microphone and camera, however, introducing audio and video surveillance risks. For example, the full version of Facebook allows the application to modify audio settings and access the calendar. This functionality enables users to be informed from their local calendar about future events, however, the calendar information might be possible to be intercepted. In terms of networking permissions, Facebook grants access to the Bluetooth and network access. Even if the above are necessary for the core functionalities they should be carefully managed to avoid potential security and privacy risks.

4.3. Messenger

Facebook Messenger is the dedicated messaging application from Facebook providing instant messaging, voice calls, and audio/video sharing capabilities. However, granting permission to access the microphone, and camera raises significant privacy concerns. The application maintains the ability to access the microphone and camera which means that it can potentially listen to conversations or record audio and video without explicit user consent, especially if they are granted permission to run in the background. This poses serious privacy risks since conversations can be intercepted and information can be retrieved specifically to enhance marketing or promotional advertisements improving the commercial identity of the user. On a positive note, Messenger does not maintain the ability to use the camera in the background service, reducing the risk of unauthorized camera access without users’ knowledge. Additionally, it does not have access to calendar data, which means it cannot view or modify users’ events, providing some level of event privacy.

4.4. WhatsApp

WhatsApp is a proprietary instant messaging application for mobile phones. In addition to exchanging text messages, users can send each other images, videos, sounds, and multimedia messages. However, it grants access to the microphone and camera to achieve the above. If run in the background these permissions introduce potential security and privacy risks. Regarding the access to networking permissions, WhatsApp maintains access to Bluetooth, network state, and Wi-Fi-related permissions.

4.5. Instagram

Instagram is a photo and video sharing social media platform that among others offers instant messaging between users and live video uploading. Instagram is granted access to the microphone and camera possible to be run as a background service. The capability of the application to access the microphone in the background raises concerns about potential audio interception. Instagram is granted also access to media which can lead to security and privacy implications, as it may gather information from media files that users share or upload. However, it does not grant the ability to use the camera as a background service, which reduces the risk of unauthorized background camera usage. Finally, Instagram does not maintain any access to calendar data, safeguarding users’ events from unauthorized viewing or changes.

4.6. TikTok

TikTok is a popular video-sharing platform where users can upload and watch short videos. The application grants access to the device’s microphone, camera, and media. Therefore, it maintains the capability to access personal media files or audio which could lead to data privacy implications, as it may extract information from the media files that are uploaded. However, the camera is not accessed as a background service, reducing the risk of unauthorized background camera usage. The networking permissions are associated mostly with Bluetooth and network access.

4.7. Spotify

Spotify is a music streaming application that offers a very large library of songs and access to playlists. Unlike social media applications and other media applications, Spotify do not access the microphone or camera. However, it collects audio data for conducting analytics and targeted advertising purposes related to the music experience. Users should be aware that their audio preferences and listening habits may be used for these purposes. Regarding networking permissions, Spotify maintains access to Bluetooth to allow interaction with Bluetooth devices including wireless headphones and speakers. Spotify also maintains access to network and Wi-Fi states, necessary for streaming music and connecting to the internet. However, it should be noted that Spotify does not have the ability to change network or Wi-Fi settings, which reduces the risk of unauthorized changes to the device’s connectivity.

4.8. YouTube

YouTube is a video-sharing platform where users can watch, and share videos. The application has access to the microphone, and camera, and it is possible to modify audio settings, raising concerns about potential unauthorized audio and video surveillance. Regarding networking permissions, YouTube maintains access to Bluetooth, network states, and access to nearby Wi-Fi devices. Whereas these permissions are essential for video streaming and connecting to the internet, users should be cautious about potential security and privacy risks, especially concerning Bluetooth and Wi-Fi device change states and access in the background.

5. Discussion

The results from the analysis reveal that each application possesses distinct functionalities regarding the device hardware. This results in specific advantages or disadvantages concerning the security and privacy risks of the users. Whereas some applications offer benefits such as restricted access to specific permissions and end-to-end encryption, they share common concerns regarding potential audio and video surveillance, audio manipulation, and data privacy implications. Nevertheless, certain applications effectively mitigate specific risks related to media access and background camera usage. Therefore, it is imperative for users to meticulously scrutinize and comprehend the permissions and features of each app, enabling them to make informed decisions regarding their privacy and security.

Furthermore, we recommend key strategies for enhancing online privacy. We amalgamate the primary attributes that define an “Information Privacy Aware User,” as delineated by Soumelidou and Tsohou [46], with protective strategies for online users of the third domain of the InfoPrivacy CBK [47]. Initially, users should thoroughly examine the privacy policy, terms, and other vital information found on the App Store description’s details page before selecting and installing an app. It is essential to closely inspect the app’s requested permissions and the types of user data it may collect. Opting for applications that either require minimal permissions or none at all represents the safest and least risky choice.

Once the application is installed, they should pay attention to the various requests, as these are mainly dangerous permissions that concern their personal data, and this is how the system tries to explain to them why the application is accessing this source. This is a way for them to understand the purpose of the permission request and then judge for themselves whether it is related to the functionality of the app, in which case they should accept it, or if it is related to advertising purposes, in which case they should reject it.

At this point, it is worth remembering that whether the permission request is related to location, microphone, or camera, the user is faced with three options, deny access, accept only this time, or accept while using the application. In this case, it is preferable to select the “Only this time” option, as it will limit the data offered to the application unless we deny the request. In any case, it is good to be careful and avoid careless clicks out of haste or carelessness. We also recommend that users make use of their smartphone’s permission manager so that they can always see the permissions granted to the various applications and configure them accordingly to better align with their privacy objectives.

In addition to permissions, users need to be aware of the privacy settings that are available in their profile in the various applications and modify them accordingly. One prominent example is to limit the audience to which their posts are addressed, etc. In conclusion, users should be more concerned about any use of their data, unwilling and suspicious about providing them to the applications. They also need to be aware of the laws that protect their right to privacy as well as the potential threats and associated consequences of disclosing their personal information. Furthermore, users should be familiar with privacy enhancing mechanisms and strategies to address information privacy issues not only in applications but in their online habits in general.

Our research findings, coupled with the aforementioned strategies, can serve as the foundation for training and educational programs aimed at imparting a comprehensive understanding of Android permissions, their significance, and their implications for information privacy to students and internet users. Participants can acquire valuable knowledge and skills related to application permissions, gain heightened awareness of privacy threats, and ultimately adopt more privacy-conscious online behaviors by making well-informed decisions when granting permissions.

Indicatively privacy trainers can begin a workshop by presenting the seven most popular applications or similar and categorize them according to their functions, namely social media, communication, or media streaming. The results and insights from this research can be utilized to group permissions into categories, facilitating interactive exercises that encourage participants to categorize permissions. Discussions about privacy concerns associated with different permission categories will raise awareness of potential risks. Through case studies and hands-on activities, participants can analyze permissions requested by applications and speculate on their usage, empowering them to make informed decisions about application permissions.

6. Conclusion

Managing mobile privacy is an increasingly challenging task for today’s users. They have to make many complex privacy decisions about application permissions on a daily basis, but they do not seem to be well prepared and equipped for that. By extracting and analysing the permissions of seven of today’s most popular applications, we aim to stress the knowledge and skills that a user should have about them so that they are more aware and able to protect their privacy online. Our ultimate goal is to help users make more informed decisions, enhance their awareness, and strengthen the protection of their privacy in the various applications and on the internet in general.

Future work encompasses several pivotal milestones built upon the insights garnered from our research. Initially, we plan to create and refine the workshop content, tailoring it to diverse audiences and integrating hands-on experiences into university courses that relate to information privacy. Our efforts will extend beyond the classroom through interactive sessions, ensuring accessibility for a global audience. A dynamic feedback loop between research and practice will facilitate continuous improvement and further exploitation of the results and the validation of the conducted workshops. Long-term assessment will ensure the needed refinements in terms of education and learning impact, and the dissemination of best practices will contribute to the broader field of privacy education.

Although our work is limited by the fact that we only studied a small number of applications, our approach can be useful because it relates to seven of the most popular and most downloaded applications of all time. Our work can be beneficial for internet users, privacy awareness and training programs developers, teachers, the academic community in general as well as the industry.
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TABLE I: BRIEF DESCRIPTION OF THE STUDIED APPS

Applications Brief description
Facebook Social networking, sharing news and photos, marketplace, etc.
Messenger Communication with text, voice, and video calls.
WhatsApp messenger Communication with private (fully encrypted) messages and calls.

Instagram Social networking, based on photo and video sharing, messaging and video chat.
TikTok Short-form video streaming service with user-submitted videos.
Spotify Audio streaming with music and podcasts.

YouTube Video streaming platform with various themes such as music, games, fashion, beauty, news, learning, and more.
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